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Schematic communication overview within the e-Triage system

Large-scale disasters call for effective crisis management. Rescue services must 
provide the best possible care for the injured or the sick. The DLR Institute of 
Communications and Navigation is developing an efficient distributed data-
base system that will manage information reliably not only in disaster situa-
tions.

Whether we are looking at the Duisburg Loveparade disaster (2010), the pile­up on 
the A8 motorway (2010), or the chemical accident at Mönchengladbach (2008) – 
wherever the rescue forces are confronted with large numbers of injured or sick per­
sons they need to classify the victims according to the severity of their injuries and the 
urgency of transport and hospital treatment. This survey process on the scene of an 
incident is called triage. Currently the entire information about a patient is recorded 
on a paper tag. Since these tags remain on the patient throughout the supply chain, 
the command centre can track the situation only with a lengthy time­lag, which 
makes disaster management considerably more difficult.

Performing triage, electronic recording and 
photographic documentation of an injured 
person (played by an actor) on a mock call-
out

Effective Communication in a Crisis –        
e­Triage
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Designed for disaster deployment
Under the e-Triage project, which is funded by the Federal Ministry of Education and 
Research (BMBF), DLR researchers are currently working on an electronic system for 
registering victims: a new database technology that will provide the same level of real-
time information to all personnel and decision-makers involved in the rescue, transport, 
and accommodation of victims.

Thus, operations can be coordinated quickly, safely, and efficiently, and the rescue 
chain can be documented automatically for later mission analyses. Hospitals and  
command centres can access relevant data via a web interface.

Distributed database
The technology that backs up the e-Triage technology is a distributed self-organising 
and synchronising database that will be installed on all mobile registration units as 
well as on other computers. It is being developed at the DLR Institute of Communica­
tions and Navigation in Oberpfaffenhofen.  
In the future, the system will be used in major disasters but also in day-to-day rescue 
service operations. It is designed not only for disaster management alone but also for 
any form of distributed wireless data capture.

Yet, the benchmark against which DLR researchers are developing the system is the 
particular set of challenges presenting themselves at a disaster site. If, for example, 
local communications structures are overloaded, have been destroyed or did not exist 
in the first place, data communication is secured by local wireless cells that are con­
nected to the Internet and the telephone network via satellite. 
The database instances will be installed on mobile registration devices as well as on 
computers connected to a communication node such as, for instance, a WLAN router 
in an operations command vehicle. Further entities will be installed on dedicated serv­
ers at Internet computing centers and will be synchronised via geostationary satellites.

Innovative technology
Essentially, the database system developed by DLR consists of an asynchronous data­
base replicator with a highly efficient synchronisation algorithm. As long as a connec­
tion remains stable, the replicator will be used; after a connection failure, the system 
will automatically switch to an efficient synchronisation process, thus avoiding the 
need to re-copy entire data records. The distributed architecture also ensures that 
information can be gathered quickly even where a rescue operation is spread over a 
large area.

The graphic user interfaces and the satellite-based mobile wireless cells (GSM, TETRA, 
and WLAN) that form part of the e-Triage system are being developed by private busi­
ness enterprises. The project is assisted by psychologists from the Ludwig-Maximilians-
Universität in Munich, the Bavarian Red Cross, the Trauma Center Murnau, the disaster 
prevention authority of Starnberg county as well as the Geretsried Firemen’s Training 
College.

Communication in a Crisis
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Author
-	� Anton Donner 

Institute of Communications  
and Navigation

Rescue forces registering a victim electroni-
cally (training situation)
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Evaluating satellite data at the Center for 
Satellite Based Crisis Information

Rapid assistance in emergencies: in the event of a natural disaster, the DLR 
Centre for Satellite-based Crisis Information (ZKI) provides Earth-observation 
data to support authorities and relief forces. Its information may also be used 
to improve disaster preparedness and prevention.

Whenever the Earth quakes, as it did in Haiti, or a tsunami wave rears up, as it did in 
Japan, we realise with a shock that our living environment is under threat, all the 
time. Moreover, it is an established fact that the impact of such disasters on the popu­
lation and the economic assets in the regions affected has been increasing markedly 
in the last few decades. Still, satellite-based Earth observation may help mitigate the 
consequences of such natural and environmental phenomena by crucially supporting 
rapid disaster response and assisting in disaster preparedness and prevention.

The demand for satellite-based  
information is on the rise
Satellite data not only permit surveying emergency situations on a large scale, they 
also facilitate a detailed evaluation and assessment of the damage caused. In addition, 
Earth-observation data also permit making specific vulnerability assessments, which 
enables authorities and relief forces to improve their preparations for possible future 
threats. For this reason, the demand for satellite-based information to assist with 
natural and environmental disasters, humanitarian relief campaigns, and even civil 
security issues has been increasing significantly in recent years.

In response to this growing demand, the German Aerospace Center (DLR) set up the 
Center for Satellite Based Crisis Information (ZKI) in Oberpfaffenhofen in 2004. ZKI 
users may avail themselves of its services at any time of the day. Extensive research 
and development activities serve to develop the Center’s services and products perma­
nently and keep them at the leading edge of research and technology. Years of expe­
rience in national and international missions and the outstanding quality of its maps 
have given the ZKI its reputation. The ZKI’s coordinating DLR institute is the German 
Remote Sensing Data Center.

Using Satellite Data  
to Combat Disasters
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Forest fires in Greece, 2007

Comprehensive quality management
An extensive quality management system certified under ISO 9001 forms the founda­
tion of the ZKI’s work, enabling it to procure rapidly whatever satellite data may be 
needed in the event of a crisis, and to evaluate them according to user requirements. 
Users include civil-defence authorities and their operation centres, political decision-
makers, international relief organisations and, last but not least, the relief forces and 
command centres on the spot. Keeping very close contact with all these is the most 
important prerequisite for optimally identifying current requirements and meeting 
them quickly. The key challenge confronting the ZKI is translating the users’ require­
ments into concrete technical solutions, services, and information products.

As one of the leading institutes in the field, the ZKI participates in numerous national 
and international projects in security research and disaster management. Its focus is 
on developing new methods and products to enhance the protection of the popula­
tion. For this purpose, the solutions developed by the ZKI cover the entire cycle of an 
emergency, from immediate response to reconstruction, risk analysis, prevention, and 
early warning. One of its core competences in this context is rapid mapping. In an 
emergency, the ZKI will procure satellite data as quickly as possible, evaluate them, 
and forward the information derived from them in the format specified by the users.

Crisis and Disaster Management
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Joint action across national boundaries
In October 2010, DLR joined the International Charter Space and Major Disasters, an 
agreement concluded between the space agencies and facilities of several countries. 
In the event of a disaster, it provides for joining satellite systems by common consent 
to acquire and deliver data – without cost to the user. The objective is to obtain and 
share information about the situation as quickly as possible. DLR has committed its 
TerraSAR-X and TanDEM-X satellite systems to this agreement.

DLR scientists are also taking part in the European Global Monitoring for Environment 
and Security (GMES) programme. This project is very similar to the Charter in that one 
of its key objectives is setting up emergency response and disaster management services. 
At present, the GMES Emergency Response Service is being developed in an extensive 
European joint project (SAFER) under the EU’s research framework programme. The 
rapid mapping activities in this project are coordinated by DLR through the ZKI.

Crisis and Disaster Management

Aerial view of the tsunami disaster: taken in 
March 2011 by the German TerraSAR-X Earth-

observation satellite, this radar image illus
trates the impact of the tsunami on the east 

coast of Japan. The image shows the Higashi-
Matsushima airport and the port of Ishino-

maki in the Sendai prefecture. Areas marked 
blue have been flooded while regions where 

the infrastructure has been destroyed are 
magenta-coloured.
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DLR expertise in demand worldwide
Various examples impressively show how great the worldwide demand is for the ZKI 
and its expertise. In 2010 alone, the center‘s map material was used in three of the 
worst disasters of the year: the devastating earthquake in Haiti, the large-scale floods 
in Pakistan, and the forest fires in Russia that burned for weeks. In the spring of 2011, 
the ZKI provided maps to assist Japan in coping with the earthquake and the subse­
quent tsunami. Two German satellite systems, RapidEye and TerraSAR-X, took images 
showing the extent of the damage caused by the flood wave (see photo), the data 
being forwarded to the users in Japan immediately after their evaluation. In Germany, 
too, the ZKI’s services were employed on several occasions, mainly in connection with 
mapping flooded areas as in January 2011, when four federal states along the river 
Elbe demanded up-to-date maps of the extent of the flood.

The ZKI provides not only quick emergency mapping but also information on crisis 
prevention. Thus, it assists in planning large-scale events such as the 2009 NATO sum­
mit in Strasbourg. It was even involved in the 2010 World Cup in South Africa, for 
which it provided up-to-date satellite maps and situation reports. 

Thus, the ZKI has established itself in recent years as one of the leading institutes in 
satellite-based crisis information – nationally, in Europe, and in the wider international 
field. The factors that have been crucial for its success include its capability to provide 
information reliably and quickly, advise and train people competently, and keep in 
close contact with users. To be successful in the long run, however, the ZKI must keep 
on developing its services and adapting them to new requirements and technical 
resources on an ongoing basis. Needless to say, DLR researchers and scientists are 
working hard on that.

Crisis and Disaster Management
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When the Eyjafjallajökull volcano erupted on Iceland in the spring of 2010, its 
cloud of ash brought air travel to a standstill across Europe. Three quarters of 
the airspace was closed, 10 million passengers were stranded. During closure, 
experts measured the concentration of ash in the air with the aid of a lidar 
system developed by DLR. Their measurements helped to improve air travel 
safety.

From April 15 to 20, 2010, 75 per cent of the European airspace remained closed. 
More than 100,000 flights were cancelled, 10 million passengers were stranded. The 
fact that the damage to the economy was limited penalty is partly due to the timely 
efforts of DLR scientists. On their measuring flights, the research aircraft determined 
the spread of the ash cloud using LIDAR technology allowing to take repeated direc­
ted but cautious dives into the ash cloud from above to measure the particle density. 

LIDAR (LIght Detection And Ranging) works like RADAR (RAdio wave Detection And 
Ranging), the only difference being that it uses highly directional, coherent light waves 
instead of radio waves. Whenever a laser pulse encounters atmospheric elements such 
as particles of dust or air molecules, a fraction of it will be reflected. The light scat­
tered back permits drawing conclusions regarding the distance to an object as well  
as the object’s properties and state of motion.

Analysing the Atmosphere – LIDAR  
Technology Improves Safety in Air Transport

DLR’s research aircraft, Falcon 20-E, as used 
during the volcanic mission, complete with 
instruments attached to the wings, a nose 
mast for wind and pressure measurements, 
and air intake vents
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Versatility in application
Since the early 80s, DLR’s LIDAR department at Oberpfaffenhofen has been working 
on ground­, aircraft­ and space­based LIDAR systems. They serve to detect meteoro­
logical parameters as well as trace gases in the atmosphere from a distance. The 
results they produce are used to explore our weather and our climate, and there are 
other conceivable applications besides: in the case of a nuclear accident, for example, 
LIDAR technology might be used to gather meaningful information about the position 
and concentration of radioactive clouds.

Aeronautics experts predict that they will acquire great importance in the next few 
years because they may serve to avoid capacity bottlenecks in the sky without infring­
ing any of the stringent safety standards. Thus, the I­Wake EU project laid the foun­
dations for the development of a warning sensor to identify the wake vortices that 
trail behind large aircraft. This permits following aircraft can thus keep a safe distance 
from the hazardous vortices. The potential of a LIDAR­based warning sensor for the 
early detection of wind shear and clear­air turbulences (CAT) at cruising altitude is 
currently being studied under the EU’s DELICAT project.

WALES (WAter vapour LIDAR Experiment in Space) is designed to measure the con­
centration of water vapour, ozone, carbon dioxide, and methane and to determine 
the properties of aerosols and ice clouds. Natural­gas pipelines, for example, are being 
monitored from helicopters even today; the CHARM (CH4 Airborne Remote Monitor­
ing) LIDAR device used is capable of detecting even small methane leaks from pipe­
lines.

Earth observation from space
The two satellite­based LIDAR instruments ICESAT and CALIPSO have been in orbit 
around Earth for several years to determine polar­ice and aerosol­altitude profiles. A 
satellite system for measuring horizontal wind profiles called ADM­Aeolus will probably 
be launched into a near­Earth orbit by the European Space Agency (ESA) at the end 
of 2013. Scientists are also working on additional space­based LIDAR systems for 
measuring water vapour, carbon dioxide and methane concentrations.

When used in space, these systems have to meet extremely stringent requirements 
regarding reliability, service life, pulse energy, beam quality, et cetera. There is still an 
urgent need to further develop these systems which are exposed to extremely great 
stresses in operation. Therefore, DLR actively supports the development of space­spe­
cific high­energy lasers as well as other technologies that are of importance for the 
operation of LIDAR instruments in space.

The plume of ash from the Eyjafjallajökull 
volcano, seen from the Falcon aircraft during 
a flight on May 2, 2010

Ensuring Safe Air Traffic
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International air transport has been an object of terrorist attacks for decades. In the 
70s and 80s, numerous planes were hijacked, revealing for the first time the vulnera­
bility of the security system that was then in use. As a consequence, personal security 
checks were introduced to which all passengers have had to submit to. Later, follow­
ing the Lockerbie attack of 1988, all checked-in luggage items were made subject to 
security clearance.

While all the new checks did serve to enhance security, they created a hurdle that 
affected the entire chain by which passengers, luggage, and freight were processed. 
Today, the checks conducted at airports cover all individuals that enter the defined 
security zone: travellers, pilots, flight attendants, technicians, and airport employees  
as well as workmen and service providers who are employed there. Queues waiting  
at the checkpoints are the rule rather than the exception. Airlines especially consider 

Critical infrastructure: airports as a pivotal 
point of mobility

Enhancing  
Airport Security
Exacting security standards and increasing volumes of traffic are turning airports into bottlenecks within the transport 
chain. Lengthy checks and queues at the counters are slowing down the flow of passengers and goods. DLR is working 
on making the airports of the future safer and more comfortable. The key to this is Total Airport Management (TAM), a 
system which improves coordination among the various security processes at airports.
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them a factor in the increasing difficulty of calculating when exactly passengers will 
arrive at the departure gates. At the same time, the patience of airport personnel 
working in the security zone is often put to a severe test at shift-change time.

Essentially, it is the task of security research to develop new technologies for proces­
sing passengers, luggage, and freight. These are supposed to offer protection from 
potential dangers of the future, such as new explosives, for instance. One of the key 
concerns of the researchers is to adapt security technologies as perfectly as possible  
to the various processes at an airport. 

Improving process coordination
Airport security is a constituent element of airport management and, as far as future 
research questions are concerned, of the Total Airport Management (TAM) project. 
The objective is to improve the coordination of airport processes so as to put available 
resources and information to the best possible use. DLR’s security research focuses on 
solutions that are of practical relevance to the police, security service providers, airports, 
airlines, and other stakeholders.

Thus, for example, scientists working on the FAMOUS project (Future Airport Manage­
ment Operating Utility System) are concentrating on technical innovations to detect 
explosives and hazardous substances by, for example, analysing terahertz spectra and 
imaging data.

The Level of Security measuring system was developed for monitoring security at air­
port terminals and evaluating it objectively. To put the concept to the test, the first 
step taken was to map an airport in a simulation environment based on DLR’s simula­
tion software TOMICS. Thus, realistic forecasts of passenger flows permit discovering 
optimisation potentials and deploying available resources more efficiently while main­
taining or even enhancing the level of security.

Improve security, improve efficiency
Sponsored by the Federal Ministry of Education and Research (BMBF), the Critical Parts 
project is dedicated to the development of technologies specifically designed to support 
security checks of employees and goods. The objective is to develop a combination of 
processes and technologies that will enhance the reliability and efficiency of staff 
security checks at airports. Present and future technologies are being investigated to 
find out which technology configuration would cause the shortest waiting time at a 
checkpoint, given various load scenarios and performance characteristics of the partner 
technologies involved.

Airport Security

Simulation of an airport waiting area with 
adjoining passenger security checkpoint
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Airport Security

At present, researchers are mainly interested in two core aspects:

-	� Situation awareness: this investigation is concerned with the information a decision-
maker in the field of security needs in order to comprehend and evaluate a situation 
quickly and unambiguously. On this basis, concrete action recommendations and 
instructions can be developed.

-	� Integration of decision-makers who are active in the field of security into Total Air­
port Management (TAM): in this case, communication and decision-making struc­
tures are being investigated under TAM, including airport security concerns, and 
concepts are being developed for their operational implementation.

For this project, DLR has designed a simulation environment which permits analysing 
the impact of new technologies on the checkpoint itself. Furthermore, the environ­
ment may be used to investigate the effects of local changes on the airport system as 
a whole, including, for example, the expected time it takes for passengers to arrive at 
the departure gate.

Improved networking of all stakeholders
Besides the strategic development of checkpoints and checking processes, the impor­
tance of security management is growing. DLR is actively involved in networking air­
lines and other aeronautical airport stakeholders under several airport management 
projects. The objective is to establish a new culture of communication in order to 
improve process transparency and coordination, especially in the case of system dis­
ruptions. There are plans to extend the network to include ground-based partners, 
such as airport operators and security authorities. 

Airport security checkpoint
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A highly diverse threat potential
The threats to which an airport is exposed are many and varied. Next to known risks, 
such as bomb attacks or aircraft hijacking, there are many other attack scenarios to be 
considered, ranging from the use of laser pointers to dazzle pilots and rocket attacks 
on aircraft taking off or landing to attacks on airport IT networks and logistical struc­
tures.

There are plans to use the current geopolitical situation as a basis for investigating the 
likelihood of each of these threat scenarios and prioritising them with the aid of an 
evaluation system yet to be developed. This will tell researchers what threat scenarios 
should be considered in TAM plans. Moreover, long-range trends may be derived that 
will show which technologies will be needed in the future and which processes should 
be modified.

Integrating all players
In order to effectively and permanently safeguard airports as traffic hubs of economic 
relevance, certain security questions relating to the infrastructural environment will 
have to be answered. Consequently, road and rail transport operators and users will 
have to be integrated step by step into a permanently evolving security system.

Because threats change all the time, communication, decision-making, and implemen­
tation methods need to be constantly adapted. To develop effective security strategies, 
state and federal security agencies need to cooperate closely with security service  
providers, airport operators, airlines, airport service providers, and researchers.

DLR institutes have the experience and skills to design and evaluate security-related 
processes reliably and efficiently. The concepts developed by our scientists help police 
forces and security services cope with rising passenger numbers, carry out speedy 
security checks and make an adequate response to a large variety of threat scenarios.



44

The impact of international terrorism and international crime has been caus-
ing a steady increase in the importance of protecting airports, industrial com-
plexes, and border installations. The microwave technology developed by DLR 
permits monitoring these so-called critical infrastructures around the clock in 
any weather. Moreover, the systems may also be used in disaster prevention.

Terrorists attacking airports, pirates holding up merchant ships, and smugglers run­
ning drugs – as these examples show, the threat presented by targeted sabotage and 
organised crime represents a growing risk to the population and its living environ­
ment. It is becoming increasingly important to monitor and control so-called critical 
infrastructure facilities including, for example, nuclear power stations, chemical pro­
duction plants, refineries, water supply utilities, airports, railway stations, government 
buildings, and border installations. In most cases, the movements of persons, vehicles, 
and goods need to be monitored in entire buildings, at entrances, exits, border instal­
lations, and fences, and on traffic routes. So far, there are hardly any solutions that 
permit round-the-clock operation in any weather.

Surveillance around the clock
The DLR Microwaves and Radar Institute at Oberpfaffenhofen is working on the devel­
opment of sensors for the non-destructive observation of objects of interest indepen­
dently of the time of day. Based on microwaves and millimetre waves, this technology 
will work in nearly all weather conditions without exposing any persons or areas to 
man-made radiation.

Microwaves (MW) and millimetre waves (MMW) are suitable for such functions 
because they can penetrate many non-metallic materials. Like radar, passive sensors 
called radiometers will work in unfavourable visibility conditions (night, fog, rain). They 
will, for instance, detect hidden objects by penetrating covers and distinguishing dif­
ferent materials. Moreover, radiometric images are easier to interpret because of their 
quasi-optical appearance (‘photography at long wavelengths’).

DLR scientists study a large variety of imaging methods to develop a method of high 
performance that is low in cost and complexity.

The ANSAS system, featuring a multispectral, 
two-dimensional imaging capability. The sys-
tem uses a combination of electronic and 
mechanical scanning.

Improving the Protection  
of Critical Infrastructures
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Mechanical and electronic scanning 
methods
Imaging can be done either mechanically or electronically, using a spatial sampling 
technique. While all-mechanical scanners represent classical methodology, all-electronic 
systems still are largely visionary concepts these days. At the DLR Microwaves and 
Radar Institute, a multitude of hybrid sensors that combine both scanning methods 
has been realised by now. Examples include

-	� The ABOSCA system (frequency ranges: 90, 37, and 9.6 gigahertz): it generates  
highly detailed images of complex large-scale scenarios that are needed to  
reconnoitre and survey critical infrastructure facilities.

-	� The ANSAS system (frequency range: circa 1 to 7 gigahertz in bands).

One of the criteria that imaging systems have to measure up to is real-time capability. 
Depending on the application, images may have to be generated in milliseconds. 
There is a definite tendency towards all-electronic scanner systems which, however, 
are only available at a substantial cost at this stage.

Further application potential
Besides the examples given above, radiometric MW and MMW sensors may also be 
employed in disaster prevention, to identify the degree to which dykes are soaked 
through, for example. They may also be used to assess situations involving acute  
environmental problems as they permit detecting oil contamination in surface  
waters and estimating the quantity of oil involved.

Large-scale survey of a nuclear power sta-
tion. Large areas inside and outside the 
installation (pink circles) as well as fences 
(small details) can be permanently moni-
tored to keep unauthorised persons from 
intruding.

Swimmers can be clearly detected even if 
only their heads are showing above the 
water (red arrows). 
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On a mission: police vehicles blocking a motorway

Germany, the land of car lovers. Our network of roads and motorways is closely knit. 
Most of our goods are transported by road. Even in everyday traffic, the system is 
sometimes running up against its limits. Police, fire brigade and rescue services usually 
have to reach their destination by road vehicles, too. It is understood that in an emer­
gency, regardless of its dimension, saving lives has priority over the interests of other 
road users. Yet, vehicles with blue flashlights and a siren seldom have a clear road 
ahead of them. Their arrival is often delayed by dense or slow moving traffic. What is 
more: disruptions and failure of the traffic infrastructure may have considerable conse­
quences for the rest of the population, too.

In order to guarantee that there will be no obstruction either for the emergency crews 
or for regular road users, an integrated traffic crisis management system is of the 
essence. So far, such a system does not exist in Germany.  Administrative responsibili­
ties are distributed on many shoulders, both in geographic and organisational terms. 
To overcome these regional, demarcational and structural hurdles, DLR is developing 
effective systems to support emergency missions at its Institute of Transportation Sys­
tems. Federal, state, and local transport and emergency response authorities are mak­
ing an active contribution. The intention is to create an integrated emergency traffic 
management system for future emergencies.

Quick Access for the Rescue Teams – DLR  
Develops Emergency Traffic Management System
An explosion occurs in a densely populated area. Police and rescue workers are called out and race to the place where 
it happened – in theory. Yet, how soon do they really arrive at the scene of the incident? Which is the best route to 
take? How can the impact on regular traffic be kept to a minimum? DLR is developing systems that will provide  
effective traffic management in the case of a crisis.
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EmerT creates a common platform
The result of these efforts is called EmerT (Emergency mobility of rescue forces and 
regular Traffic). An innovative type of traffic and emergency response system, it com­
bines situation updates with information on current decisions on a common platform. 
Complementing EmerT, an airborne traffic surveillance system monitors the traffic 
flow and infrastructure situation over an extensive region and produces aerial images 
as additional information material on an ongoing basis.

EmerT supplies the authorities and organisations involved with images of the current 
traffic situation, along with forecasts and analyses. Decisions on measures such as 
road closures can quickly, virtually at the push of a button, be communicated to other 
authorities. A further benefit of the system is that it helps overcome demarcation 
mentalities and supports a more process-oriented practice.

EmerT creates a picture of the overall traffic situation based on current traffic and 
infrastructure data. Data on traffic flow originates from traffic sensors operated by 
local and state authorities, such as induction loops embedded in the surface of federal 
motorways. DLR processes this data to build a full situation chart. Where necessary 
and where possible, DLR also fills in additional material from its own aerial imaging 
and sensor systems, such as Floating Car Data (FCD). This is real-time traffic data 
received by DLR from the dispatch systems of taxi booking agencies. Where no con­
tinuous data is available, the situation can be assessed by means of traffic simulations. 
These are based on expected traffic frequency, reconciled with current sensor data 
from adjacent areas. The key to success lies in an intelligent combination of the various 
systems, providing a traffic status picture for an entire region – even across adminis­
trative demarcation lines.

This is how EmerT enables its users to get a quick picture of the current traffic situa­
tion, evaluate it and take appropriate action. Also, simulations help predict the likely 
traffic development, so that traffic management measures can cut in before a gridlock 
can occur, thus permitting the rescue operation headquarters to act, not react. In 
addition to displaying traffic status and forecasts, the system will have optional func­
tionalities to assist with traffic management and logistics support operations such as, 
for instance, route control and route recommendation. These features will help com­
bine and coordinate traffic management and disaster response processes.

On a mission: DLR’s EmerT system during a 
THW exercise situation in Munich, September 
2009

Emergency Traffic Management
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VABENE Project – work in progress
A DLR-led project called VABENE is currently upgrading this and other DLR-developed 
systems. The focus is on enhanced sensors, building a mobile ground station for air­
borne traffic monitoring and developing further process-controlled assistance features 
for traffic management and operational logistics. A road closure assistant is being 
developed to facilitate the cross-organisational definition and enforcement of an 
exclusion zone around a given operating location. Another plan is to perform up-front 
simulations to determine the impact of potential traffic control measures, which 
would give officers in charge valuable decision support. DLR scientists also work on 
better interfaces between mission control and traffic guidance systems. The current 
regime of traffic data acquisition will be expanded: next to optical data acquisition, 
traffic flow and infrastructure data will also be recorded by airborne radar devices. 
This will provide reliable status information even on a foggy day or when the sky is 
covered in clouds.

Emergency Traffic Management

A street junction in Munich; photo taken by DLR’s 3K camera system from a height of 1,000 
metres above ground. Coloured dots mark automatically detected vehicles and their speed. The 
colours represent the speed, ranging from red representing a traffic stoppage to green for fast 
traffic flow.
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Vision: an adaptable response system
A disaster will not stop at the border of a state or a local district. This is why DLR  
recommends the technology to be used flexibly. The focus should be on cross-state 
forecasting and analytical functions but especially on cross-departmental and cross-ter­
ritorial processes. The system is all about simplifying data management. Harmonisation 
across any of these boundaries will result in valid datasets and help avoid inconsisten­
cies. Well-defined interfaces and well-aligned data exchange processes can bring 
about a marked improvement in the way in which information is delivered to all 
responsible parties. Instead of having to handle a large variety of individual situation 
reports, status information would be comprehensive. A prototype of the system has 
been tested on several occasions such as large-scale police operations and a disaster 
relief exercise of THW, the Federal Agency for Technical Relief. In essence, the system 
was shown to be ready for use. An initial pilot operation is now planned that will 
involve several federal states and regions.

Example: emergency call-out and  
routing of a rescue team
In the event of an explosion in a densely populated area, here is how EmerT could 
help bring rescue workers to the site: 

Selecting the appropriate rescue vehicle depot: Clear areas can be identified and ana­
lysed by means of airborne monitoring. EmerT will then provide information on the 
current and expected traffic situation around the proposed depot. These data help the 
officer in charge assess the situation and make a correct decision. Once the choice has 
been made, the location of the depot is entered into the system, where it can be seen 
instantly by all relevant users.

Monitoring the current traffic situation: Police and the highway authorities can now 
take immediate action to ensure a smooth dispatch operation. Important parts of  
the itinerary, such as specific motorway sections, can be continuously monitored by 
EmerT. If travel time on these routes exceeds a given limit, the system automatically 
sets off an alert.

Selecting and deploying rescue workers: EmerT enables the leader of the rescue opera­
tions centre to select the team located the closest to the scene of the incident. The sys­
tem calculates expected travel times for each team in the vicinity. The commander of the 
team that is eventually called out receives from EmerT a route recommendation based on 
the most recent information. The team’s current position can be continuously tracked 
on a digital map, and the team is kept informed about its expected time of arrival.

Setting up road closures: in the event that the rescue operations centre decides to 
close off a large area around the scene of the incident, the area is marked out in the 
system. Based on this decision, the police can immediately begin to set up the 
required closures. At the same time, the highway authorities involved can begin  
to divert the traffic and to inform the public.

DLR Institute
-	� Transportation Systems   

www.DLR.de/ts/en

DLR research area
-	 Transport 

Author
-	� Michael Bonert 

�Institute of Transportation Systems  

Emergency Traffic Management
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21 people killed and over 500 injured – the tragic outcome of the 2010 ’Loveparade’ 
disaster. The sheer size of the crowd made the job of the rescue teams a struggle. 
Emergency doctors had no ad-hoc knowledge as to which hospital was currently  
able to admit and treat additional patients.

This overloading of local emergency crews typically occurs in mass casualty events 
(MCEs). But coordinating emergency operations can also become a challenge when a 
sudden peak demand on hospitals occurs as a result of several minor, but coinciding, 
events. Two telematics technologies, H.E.L.P. and MED-SIX, have been developed by 
the DLR Institute of Aerospace Medicine and Muenster University Hospital (UKM) to 
assist rescue workers with their decisions in the future.

Backing up emergency doctors
To provide the best emergency treatment as fast as possible, over 40 hospitals and 30 
emergency coordination centres in North Rhine-Westphalia have joined together in a 
network called TraumaNetzwerk NordWest (TNNW). DLR and UKM support the initia­
tive together with the Muenster Fire Department and the ADAC air rescue services in 
a joint project entitled ‘Telematics in Acute Medical Care’ (TEAM), which is funded by 
the Federal state of North Rhine-Westphalia and by the European Union.

Telematics to Support  
Rescue Coordination

Teleradiology, a medical consultation  
service for navy crews at sea

In an emergency, the difference between life and death can be a matter of minutes. For quicker and more effective 
medical care for the severely injured, the German Aerospace Center (DLR) is developing several new telematics sys-
tems. One of them, H.E.L.P. (Hospital Emergency Location Phone), is intended for emergency personnel to locate free 
hospital capacities. Med-SIX is a technology to speed up the sharing of image data between hospitals. In the future, 
telemedicine will even permit remote surgery to be performed in portable temporary hospitals.
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Greater transparency for rescue workers
TEAM TNNW aims at improving the treatment of severely injured trauma patients in 
two areas:

-	� Transporting patients from the scene of the accident to the most appropriate  
medical facility 

-	� Shared use of medical image data between hospitals 

Using the mobile phone application H.E.L.P. (Hospital Emergency Location Phone), 
pre-hospital emergency care staff are informed about the nearest local hospitals  
as well as all ambulances and rescue helicopters available. The system also provides  
estimated travelling times and times of arrival. This enables the emergency doctor  
to make a quick decision as to the most appropriate hospital for a patient. A newly 
developed dispatch system displays all rescue operations clearly at the rescue coordi­
nation centre, showing the current position of each H.E.L.P. system in use, as well as 
status information on all hospitals, ambulances, and rescue helicopters operating in 
the area.

Technical requirements are minimal. All the system needs is a set of new-generation 
GPS mobile phones with GPS capability. The rescue coordination centre and the hospi­
tals can access the data using a standard browser. In an acute emergency this facili­
tates a quick and easy deployment of any number of rescue vehicles.

Improved communication  
between hospitals
DLR and UKM have also developed MED-SIX (Medical Secure Image Exchange) to be 
used by consultants to send medical images like CT scans electronically to other hospitals. 
This can be of benefit when a patient needs to be relocated to another hospital, as 
treatment can continue immediately upon the patient’s arrival at the target hospital, 
without delay and avoiding duplication in testing procedures, which cause higher 
costs as well as discomfort to the patient. The fact that the system runs on any com­
puter with internet access makes a full hospital-wide installation of new software, or 
even the purchasing of special data exchange computers, unnecessary.

Conceivably, a future disaster scenario might involve injured people being moved to 
portable temporary hospitals by the paramedics. Here they might be given remote  
surgical treatment by experienced surgeons working through special robots. For this 
purpose, researchers at DLR’s Institute of Robotics and Mechatronics at Oberpfaffenhofen 
developed a novel, three-armed robotic system, MiroSurge, for minimally invasive  
surgery.

DLR Institutes
-	� Aerospace Medicine  

www.DLR.de/me/en
-	� Robotics and Mechatronics  

www.DLR.de/rm/en

DLR research areas
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Authors
-	� Dr. rer. medic. Thomas Weber 

Institute of Aerospace Medicine
-	� Prof. Dr.-Ing. Gerhard Hirzinger 

Institute of Robotics and Mechatronics

Coordinating Rescue Teams

Telemedicine, used alongside MEDEVAC, 
adds another link to the rescue chain.

MiroSurge, a surgical robot, could in future
be deployed in portable hospital units.
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Space debris poses an increasing threat to our orbiting assets. In a joint effort with national and international partners 
DLR scientists and administration as well as the German Air Force are working to put in place a space situation surveil-
lance system.

Astronautics has become one of the key capabilities in modern industrial societies.  Possible fields of application include providing 
weather forecasts, satellite TV or global access to the internet, navigation, energy supply, or banking. Space technology has 
become an indispensable element not only in the lives of individuals but also for entire societies. The same goes for the armed 
forces or for effective disaster management, neither of which can do without satellite-assisted services such as Earth observation, 
communication, and navigation. In Germany public service departments such as the police, ambulance services, civil protection 
authorities and the Federal Armed Forces all rely on infrastructures and benefits gained from satellite usage.

Germany operates about 40 satellites and satellite payloads, which makes us one of 
Europe’s leading space-faring nations. The legal obligation associated with this status 
implies that Germany has to take responsibility for the secure operation and disposal 
(for example by a controlled re-entry) of its own satellites, which is not an easy task. 
There are more than 20,000 objects larger than 10 centimetres in size orbiting the 
Earth in a totally uncontrolled manner. Most of them are disused satellites, rocket 
fragments, or other small pieces of wreckage. Given this, a piece of debris comes 
within the critical range of a satellite approximately every two weeks during its opera­
tion. Evasive manoeuvres are performed at a rate of one per month. Calculating these 
manoeuvres requires accurate orbit data. The US has collated and, for the major part, 
made publicly available a catalogue under the title of USSTRATCOM TLE listing this 
orbit data. However, the data is frequently inaccurate and makes additional measure­
ments necessary if an acute hazard arises. Also, the objects listed are larger than 10 
centimetres, leaving all the smaller pieces unaccounted for.

February 10, 2009  
Satellite crash over Siberia
The first collision between two satellites occurred on February 10, 2009 over Siberia at
an altitude of 776 kilometres. It involved one of the USA’s communications satellites 
and a dysfunctional Russian military satellite, colliding at a relative velocity of 11.7 kilo­
metres per second.

Protecting and safeguarding the operability of space-based systems requires us to be 
able to produce a status report. This is the basis for identifying and evaluating all 
objects and processes in near-Earth space. Generating this knowledge requires conti­
nuous and systematic recording, localisation and orbit monitoring (space surveillance) 
and the identification and technical analysis of any space objects found (space recon­
naissance) using both optical and radar systems. These systems can detect objects as 
small as 1 centimetre in a near-Earth orbit up to a height of about 1,000 kilometres 
above ground, and compute their orbital data. Optical systems are usually the less 
costly ones, but they require cloudless skies and are primarily suited for high-Earth 
orbits. Radar systems work continuously in any weather and at any time of day.

Clearing the Way for Satellites 

Detector system for space debris (demonstra-
tor)
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Early detection of  
solar storms and asteroids
Space weather also plays a part in the overall assessment of the situation in near-Earth 
space. Besides causing fascinating polar lights to appear in the ionosphere, space weather 
may also damage a satellite’s sophisticated on-board electronic systems. Space weather 
is caused by the Sun catapulting energetically charged particles into space in a process 
called coronal mass ejections. When the Earth gets in the way of these particles, the 
result are anomalies in the ionosphere. The Advanced Composition Explorer Satellite 
positioned between the Sun and the Earth can detect solar storms at an early stage, 
and can issue a warning signal 10 to 45 minutes before they arrive at the ionosphere, 
leaving enough time to shut satellites down, thus avoiding  damage or even complete 
failure. Ionospheric currents represent a hazard to terrestrial assets, too, such as high-
voltage power grids and substations. They can also cause critical measuring errors and 
signal failures in all modern communication and navigation systems. Early ionospheric 
information and forecasting could limit the incidence of such malfunctions. For this 
reason, DLR is currently setting up a forecasting service (called Space Weather  
Application Centre Ionosphere, or SWACI) at its Neustrelitz site.

A further threat is posed by near-Earth asteroids and so-called Inner Earth Objects 
whose orbits come close to that of the Earth itself. An incident on another planet 
causing a slight alteration in their orbit could resultin their collision with the Earth. 
Currently, ten objects of this category have been detected and catalogued. DLR’s 
AsteroidFinder project is intended to spot more of them and to analyse their orbital 
data, size, backscatter and risk of collision with the Earth. 

Laser tracking of space debris

Protecting Critical Infrastructures in Space
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Protecting Critical Infrastructures in Space

The Space Situational Awareness Centre 
managed by the Air Force
A national German Space Situational Awareness Centre (GSSAC) was set up in Kalkar/
Uedem in 2009 with across-the-board facilities under the management of the German 
Air Force and a prominent participation of DLR’s Space Administration. The centre is 
still in an initial phase of development, and its first task will be to generate a status 
report on the situation in near-Earth space, the so-called recognised Space Picture. 
Successful multi-agency cooperation has been practised for some years at the National 
Air Policing Centre (NLFZ SiLuRa) located on the same site. The new centre’s activities 
will include the following tasks, to be performed nationally, or as part of an interna­
tional cooperation effort:

-	 monitoring and protecting space-based systems 

-	 warning the population in anticipation of any possible re-entry hazards 

-	 providing operational support for the armed forces

-	 assisting satellite operators. 

Since space-based systems have become so critical to the successful functioning of a 
state and of the society in general, Space Situational Awareness (SSA) in addition to 
its technological relevance also has gained a political dimension, which is reflected by 
the large number of agencies involved:

-	� SSA within ESA: ESA has been running an SSA preparatory programme since 2008. 
Its tasks include carrying out feasibility studies, designing research and technology 
demonstrators and making proposals for the governance structure of an effective 
cross-border space surveillance system in Europe. Germany is the second biggest 
financial contributor to this preparatory programme.

-	� SSA in the European Union: after the ratification of the Lisbon Treaty, the EU and 
specifically the EU Commission have received greater competence in space sector 
activities, as the GMES programme or the upcoming GALILEO fleet demonstrate. 
Recognising its dependence upon this sensitive infrastructure, the EU considers itself 
politically responsible for its protection.

-	� National programmes: individual EU member states consider these to be relevant  
for the consolidation of their own SSA competence. In Germany, the Ministry of 
Defence and the Ministry of Economics and Technology are working closely together 
to assess national SSA capabilities. Moreover, there are firm plans to increase activities 
regarding French-German cooperation initiatives. Both countries have the necessary 
technical equipment and complement each other perfectly.

-	� Cooperation with third-country partners: the US has a Space Surveillance Network  
in place consisting of 17 radar units, eight telescopes and a space-based sensor for 
detecting and tracking orbital debris and satellites. Moreover, the USA provides to 
its partners a full catalogue of orbital data to help predict collisions.

Simulated impact of a 12-millimetre bullet 
onto an 8-centimetre aluminium plate at a 
velocity of 7 kilometres per second
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Protecting Critical Infrastructures in Space

Pooling national capabilities
Space awareness is not merely a technological endeavour. Its policy implications, too, 
must be addressed very carefully. In the international context, the key areas requiring 
clarification are data policy issues, i.e. who controls the systems deployed and who 
has access to the data obtained. On a national level the main issues revolve around 
funding questions and issues of political justification. If one sees SSA as an international 
field of action, the challenge will be to decide how national capabilities can be bundled 
within the framework of a governance and technical model yet to be defined. This is 
the only way of ensuring the best possible protection of spaceborne and land-based 
infrastructure which is in the best interest not only of the state but also of the  
economy and ultimately of each one of us.

The supreme political responsibility for space awareness lies with DLR Space Adminis­
tration, which also provides the civilian personnel. This is where DLR‘s political function 
ideally dovetails with its role as a research institution.

DLR Institutes
-	� Microwaves and Radar 

www.dlr.de/hr/en
-	� Remote Sensing Technology 

www.dlr.de/caf/en
-	� German Remote Sensing Data Center 

www.dlr.de/caf/en
-	� Technical Physics  

www.dlr.de/tp/en
-	� Planetary Research  

www.dlr.de/pf/en
-	� Simulation and Software Technology 

www.DLR.de/sc/en 
-	� Space Operations and Astronaut Training  

www.dlr.de/rb/en
-	� Robotics and Mechatronics  

www.DLR.de/os/en
-	� Space Systems  

www.dlr.de/irs/en
-	� Aerospace Medicine  

www.dlr.de/me/en
-	� Communications and Navigation  

www.dlr.de/kn/en
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Space debris (artist’s impression): 20,000 pieces larger than 10 centimetres orbiting the Earth
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Since 2010, the Helmholtz Research School on Security Technologies has been 
open to students who aim for a PhD with a focus on Civil Security Studies. 
The post-graduate programme was set up jointly by DLR and Technical Uni-
versity Berlin – and is the first one of its kind world-wide.

Civil security research is an exceptionally broad academic field that covers many disci­
plines. It ranges from the natural sciences and engineering to the humanities and the 
social sciences, bringing together students from different academic disciplines to work 
on a large variety of security-related topics. Recognising the importance of this field, 
DLR and Technical University (TU) Berlin decided in 2010 to establish a joint post-gra­
duate school offering a well-structured doctoral programme in Civil Security, the 
Helmholtz Research School on Security Technologies. World-wide, it is the first dedica­
ted, interdisciplinary doctoral course in Civil Security Studies. The programme is spon­
sored by the Helmholtz Association’s Initiative and Networking Fund.

Raising awareness for security research
The Helmholtz Research School on Security Technologies has 25 civil security research 
places for doctoral students from inside and outside Germany. They come from a 
large variety of academic backgrounds: from physics to engineering to the social sci­
ences. Their academic work is interdisciplinary; the topics worked on range from holo­
graphic security codes to high-resolution cameras, to optical navigation; from the 
secure use of consumer electronics, mobiles and smartphones to terahertz technology 
applications such as body scanners. Other doctoral theses address the social-science 
aspect of civil security. In addition to working on their academic subject, the highly 
talented young scientists on the three-year course also receive tuition in professional 
and interpersonal skills. As an integral part of the curriculum, students also learn 
about the overarching aspects of security research, such as security processes and 
structures, as well as the fundamental ethical, economic, and legal implications of 
security solutions. Cooperation with public institutions, end users and industry is to 
provide students with a wide variety of viewpoints on the subject. Besides its pursuit 
of excellent research findings, the post-graduate programme aims to heighten the stu­
dents’ awareness of the social dimension of civil security.

A well-filled auditorium: a sight soon to be 
seen in the lecture rooms of civil security

Organisational structure of the Helmholtz 
Research School on Security Technologies

Civil Security Research:  
A PhD in Three Years
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Cooperating with TU Berlin
The post-graduate school is coordinated by DLR. The idea for the programme origi­
nally emerged at the Institute of Planetary Research in the wake of its terahertz tech­
nology security development, a spin-off from space research and a research focus of 
the institute. Besides the Institute of Planetary Research, DLR’s other representative at 
the research school is the Optical Information Systems unit of its Institute of Robotics 
and Mechatronics. Both of these DLR institutes are based in Berlin-Adlershof. The  
Academic Senate of TU Berlin decided to adopt Security Research as one of the 
university’s areas of specialisation. The school is therefore staffed with faculty members 
from School II (Mathematics and Natural Sciences), School IV (Electrical Engineering 
and Computer Sciences) as well as from the university’s Centre for Technology and 
Society.

Research and development:  
doctoral students working in the lab

Doctoral Studies
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DLR at a glance
DLR is Germany’s national research centre for aeronautics and 
space. Its extensive research and development work in Aeronautics, 
Space, Energy, Transport and Security is integrated into national 
and international cooperative ventures. As Germany’s space agency, 
DLR has been given responsibility for the forward planning and the 
implementation of the German space programme by the German 
federal government as well as for the international representation 
of German interests. Furthermore, Germany’s largest project manage­
ment agency is also part of DLR.

Approximately 7000 people are employed at 16 locations in Germany: 
Cologne (headquarters), Augsburg, Berlin, Bonn, Braunschweig, 
Bremen, Goettingen, Hamburg, Juelich, Lampoldshausen, Neu­
strelitz, Oberpfaffenhofen, Stade, Stuttgart, Trauen, and Weilheim. 
DLR also operates offices in Brussels, Paris, and Washington D.C.

DLR’s mission comprises the exploration of Earth and the Solar  
System, research for protecting the environment, for environment-
friendly technologies, and for promoting mobility, communication, 
and security. DLR’s research portfolio ranges from basic research to 
the development of tomorrow’s products. In that way DLR contri­
butes the scientific and technical know-how that it has gained to 
enhancing Germany’s industrial and technological reputation. DLR 
operates large-scale research facilities for DLR’s own projects and  
as a service provider for its clients and partners. It also promotes the 
next generation of scientists, provides competent advisory services to 
government, and is a driving force in the local regions of its field 
centres.
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Linder Höhe
51147 Cologne
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