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The Fraunhofer-Gesellschaft is focussed on applied research for public and
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Our research effectively supportsthe entire Bundeswehr military
reconnaissance and command process

» Information distribution Impact through role-

» Integration of human based, coordinated
resources with complex action and impact
technical systems assessment

» Information processing in

heterogeneous systems Common Relevant

. Operational Picture
» Information and and Decision

knowledge management Support

Command and
Control

Robust and secure Communication

» Multi-sensor data and

Surveillance ) ) )
information collection ] ]
and > Situational

Reconnaissance » Fusion of_heteroge_neous Awareness and
data and information AsSSUTance




There are clear structural similarities between information management in
military and air traffic environments

HUMANS

Acting in specificroles and
hierarchical structuresalong
the process chain

INFORM ATION AND
KNOWLEDGE
MANAGEMENT

Key success factor

SYSTEM S PROCESSES

Heterogeneous, interoperable Fragile process chainsrequiring
technical infrastructure orchestration, coordination
(C41SR* systems) and active management

*C4ISR — Command, control, communication, computers, information, surveillance, reconnaissance



Knowledge and Workflow Management

Decision Support Systems for the German Armed Forces:

Mission Reporting System (at. BnsMWBw)

au,.ifwe,,, Mission Reporting System

Central instrument for harmonizing information streams
between contingents and command centers

Provides the Joint Operations Command with all necessary
information

Communicates and analyses messages, directives, and
requests from users throughout all command levels

Multi National Intelligence Cell (dt. DVU ZMiINW)

Enables an information assessment at J2 OpCenters »
Provides the Common Relevant Operational Picture (CROP)
Supports decision making based on a Shared Mental Model

The Military Intelligence Cell = i
Four steps from Data to Knowledge

Lessons learned from multinational

) J2: enemy situation R\
._ exercises and operations (e.g. ISAF)

\
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Transformation in the Armed Forces

® Challenges

Amount of data, observations, documents, etc.
is rapidly growing

Decisions are time-critical
Increased networking and complexity of organizations

Changes in business processes (decisions are made decentralized rather than
in concrete hierarchical network structures)

Organizational changes are accompanied by loss of information and
knowledge (e.g. during contingent rotation)

2> Improved information and knowledge management becomesthe key
capability to overcome current deficiencies

m Key Area: Network Centric Operations (NCO)
NCO is a visionary concept ...
... for a systematic combination of technical and social capabilities !

\
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Knowledge Management Solutions

Different instruments in different applications

Level of Problem Reference (Games) m

(1) Simple F

ooe
= OO0
-
]

(2) Complicated

Ludo

(Mensch-Argere-Dich-Nicht)

---- Simply rolling dice:

No benefit through expertise and
experience

Chinese Checkers (Haima)

= More rules, different strategiesare

(3) Complex

possible:
Experienced players have advantages.
Chess (Schach)

Action and reaction or of greater
importance than the rules:
Experience and knowledge is essentiell.

Knowledge Database

Tutorial

Work Shadowing,
Learner-Master-
Principle, Story Telling

(4) Chaotic Teamsports (z.B. FuBball) :
More or less chaotic through multiple Collaboration
strategies of different playersand Plattform
contrahents. Predictions are difficult.
|
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Knowledge Management Solutions

Different instruments in different applications

Level of Problem Reference (Games) m

(1) Slmple o "¢ ludo  (Mensch-Argere-Dich-Nicht)
: -=: Simplyrolling dice:

No benefit through expertise and
experience

Chinese Checkers (Halma)
More rules, different strategiesare
possible:

Experienced players have advantages.

4 Chess (Schach)
! Action and reaction or of greater

importance than the rules:

Experience and knowledge is essentiell.
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== b4d
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(2) Complicated

(3) Complex F%

(4) Chaotic PN Teamsports (2.B. FuBball)
JAWL. \ X W ¢ More or less chaotic through multiple
X \ strategies of different players and
e/ \'m ) Sei contrahents. Predictions are difficult.

Knowledge Database

Tutorial

Work Shadowing,
Learner-Master-
Principle, Story Telling

Collaboration
Plattform
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Rl Mission Reporting System

 Decision support

through assessment and visualization
of a complex and dynamic situation
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Mission reporting system

Aggregation and dissemination of information

Orders
Directives

BOC

A

<&
<

(DJTE)

v

Messages,
Assessments

_—

Operative Information

Application domain:

“Mission Reporting
using the JCCI

stem”
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Mission reporting system
Concept of Operation (e.g. messaging)

Input processing

registration

Information management

consolidation

Information assessment

analysis

Situation display

Collection > Content Management visualisation
Consolidation - Knowledge Management
Analysis -2 Mil. Situational Display

0 =

Stuation Display
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Mission reporting system
Mssgs (routine + flash), RAM S, Commands
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: Giltig bis: Meldungsart: @ B - 2ugleich E
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Status = ENTWURF Ereignis (Hauptthema):®  “IED = (Unterthema): =
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Mission reporting system
O Enable the “shared mental model” ( = CROP)
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Examples: Hotspots KABUL

+ evaluated information
+ multi dimensional meta data
+ analysis capability
+ visualisation
+ data access via:
» datenbase or map
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sundeswenr MUltl National Intelligence Cell

b The Military Intelligence Cell = ¥
TN " Four steps from Data to Knowledge

Lessons learned from multinational
exercises and operations (e.g. ISAF)




Multi National Intelligence Cell
Concept of Operation

. TU Leader — ——
Three-level aggregation concept: e
"Knowledge Production” -
“- Assessments ; F STAREN
Knowledge e L DR
\ /
Information |-@
NL DK SW GE AU META-DATA
t AP: Military AP: Political AP: Police AP IntSum AP: HUMINT
s Military Book Politics, Police AP: ELOKA PersDg
Military BooK KMNB IntSum : MilUnits
Data o Refugees NDS Embassies
. T ? T 4 ) 4
| | |
CE  pes : T T I t
D e o I [ e e e e e e e e e e e |
DB1: OrgREP
DB2: Exerpt Registration
J Original Reports ordered by date
or: Index Cards ordered by topic with link to Original Reports
External Sources HQ ISAF f IntSum JUTSPPROOOOOOON OO
BGs Internat. Cooperation (e.g.): J2X Report MilGeo
FHT AU, DK, GE, NL, SW, TU HUMINT (Maps)
OSINT Other Reports P

\
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Multi National Intelligence Cell

Context sensitive display: , Evacuation Operation“ (Neo)

Tactical Situation

M CC (DN,UK)

LOCON,UK) |

/
P=Eky | Rocky Point Airport
’. L‘ B

/ Others (e.g. IFTMCCIS)
Battlespace Aw areness,

Missile Warning,

Track Data CAP
- USA

Sensor Daten

ACC (DN,UK) " (Video, Images...)
PROSAS
GEArmy cCls | Tracks e | USA \
xml cIMIC
»~  Tracks \
Linse (Navy,iBM) | nki6 — SHIFT
DEU ? \ Weather Reports, HN 1 CIMICBN
iy , Maps
uipmen Images, Tact. Situation
Status Traogll<s (ENSITREP) AGeoBw
> DEU
SAP \
DEU DIG/ SENNA SIGEMOFAS
DEU ESP
—
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Multi National Intelligence Cell
Example: “Air Coordination Order” from ACC

NEXER/CWIDOS//

MSGLD/ACO/CFACHO//

AMPN/CLASSTFICATION/HU/

ACOLD/CW0502/0L/f

GEODATUM,/WB4 //

IPERIOD[OlOUOlZJUN2005/010001ZJUL2005f/

MARR,- S/
ACMID/ACM: ROZ/NAME : AAROL

JORBIT/USE AR/
AORBIT/LATS:332941N0760022w,/LATS :330322N076292 7W,/37. Okm/LS
EFFLEVEL/RAFL :150AMSL-FL220,//
APERIOD/DISCRETE/QLO001ZIUN/012359ZIUL 7/
CONTAUTH/COOKHOUSE/LLE, GMHZ/124 . GMHZ//

MARR,/" 1
ACMID/ACM: ROZ /NAME : AAROZ

JORBIT/USE AR/

AORBIT/LATS 13227380754 54 7w/LATS : 31 5900N0791133W/37. OKM/L//
EFFLEVEL/RAFL :150AMSL-FL220,//
APERIOD/DISCRETE/QLO001ZIUN/012359ZIUL 7/
CONTAUTH/COOKHOUSE /LB, GMHZ/124 . GMHZ//

MARR/" s
ACMID/ACM: ROZ/NAME : AAR07

JORBIT/USE : AdR//
AORBIT/LATS:300848N0780503w/LATS 1304 S46N07 73238/ 27, BkM/R /S
IEFFLEVEL/RAFL:170AMSL—FL350//

2l
|

MASHYVILLE . - RS TOMN-SALEM
Knoeville
GREEM=BORC
o
[

(=
CHARLOTTE oE

2|
&

CHATT AR &, CAPEZT

HUNTSILLE CAPs1

MARIETT,
. ETLANTA,
BIRIMIMGH AR

i [ Pt elm ]

APERTOD/DISCRETE,/010001230N,/ 0123592 0L/

AR/ 7
ACMID/ACM: ROZ,/NAME : AEWOT

JORBIT/USE: AEW//
AORBIT/LATS:293135N0825600m/LATS :293013N0834 233w/37. Okm/L//
IEFFLEVEL/FLFL:FLZOO—FLBSO//

PO TGOMER Y ASARDOTE

THAWES

APERIOD/DISCRETE,/0L00012I0M/ 01235920/

MARR,- S/
ACMID,/ACM : ROZ,/NAME : AEWEL

/ORBIT/USE : AEW/USE : ABC//
AORBIT/LATS:333636N078334 7w/ LATS:331551N0793234%,/ 15, Okm/C//
EFFLEVEL/FLFL:FL330-FL360//

AR/ 7
ACMID/ACH : ADAREA/NAME : BDZCHAR
JCIRCLE/USE:BDZ//
GEQDATUM/WB4 //
CIRCLE/LATS:325403N080022%/25. KM,/
EFFLEVEL/FLFL:FLODO-FLL150//
ICONT?UTH/KCHSATC/DESIG:GOLDEOfDESIG:GOLDBSf/
MARR,
ACMID,/ACH : ADAREA,NAME : BDZEGLI
JCIRCLE/USE:BDZ/,
CIRCLE/LATS:302032N0863206w,/25. OkM//
IEFFLEVEL/FLFL:FLOOO—FLISO//

UMENOWH &

MOBILE 0 =
R TALLAHASE
E

_/

CONT?UTH/KVPSATC!DESIG:SILVERSO/DESIG:SILVERSS//
NARR,
ACMID/ACM: ADAREA/NAME : BDZHOME
/CIRCLEISE :BDZ//
CIRCLE/LATS :252932N0802305w/25. OKM//
EFFLEVEL/FLFL:FLOOO-FL150//
ICONT?UTH/KHSTATCfDESIG:SILVER40[DESIG:SILVER45//
MARR,
ACMID/ACM : ADAREA/NAME : BDZ JACK
JCIRCLE/USE:BDZ//
CIRCLE/LATS:301412N0814053w/25. OkM/ )
EFFLEVEL/FLFL:FLOOD-FLL50//
ICONTAUTH/KNIPATC/DESIG:SILVERlO/DESIG:SILVERIS//
NARR,

LAKE WORTH
an |
FORT LALDERDALE

ACMID/ACM: ADAREA,/NAME : BEDZMCDT
FCIRCLEASE :B0Z//

CIRCLE/LATS:275105N0823122w/25. OkM// (e
EFFLEVEL/FLFL:FLOOD-FLL50// o FHET DME]

CONTAUTH,/KMCFATC/DESIG: SILVER3Q/DESIG: SILVER3S//
MARR,/"

GERMANY g



Multi National Intelligence Cell
Scenario: “Huackmg“
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Knowledge and Knowledge Management

Conclusion
Knowledge
W . .
Criteria for effective approaches:

Information - Gathering and consolidation of raw data

t - Methods for Searching, Sorting, Filtering, Analysis

& - Aggregation and Display according to dimensions:
Data - Subject, Space and Time

- Optimized User Access and Human Machine Interface!

Products and Technologies:

- Groupware Systems

- Content Management Systems Starting point !?
- Document Management Systems

\
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Knowledge and Knowledge Management

Conclusion
Knowledge
W . .
Criteria for effective approaches:

Information - Gathering and consolidation of raw data

t - Methods for Searching, Sorting, Filtering, Analysis

& - Aggregation and Display according to dimensions:
Data - Subject, Space and Time

- Optimized User Access and Human Machine Interface!

Products and Technologies:

- Groupware Systems !!

- Content Management Systems !? Starting point !
- Document Management Systems !?

\
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Fom data to decision support —
through combination of Knowledge Management + Collaboration Tools

Social Dimension Cognitive Dimension
» Role-oriented processes and » Multiple search and fusion functions
access control features - Efficient aggregation methods and
» Support of routine work multiple evaluation functions
by semi-automated processes » Immediate utilization of

- Control mechanisms to supervise user experience and intelligence
the timely processing of messages » Production of finished intelligence

m|||tar|3[:hder|:ah|gkg|ten I I !Ghederung der betroff, TrpTeile ! Text..
10 - = =
/ tuutge) Weisung i den 13102009 I N fo 'm at| on D| mension L Absichten: |
Aushildungsstoff 2ur Fdrderung |

militarischer FéhingiTEﬂ . sine Angahen, keine Persanendatent:

o froriaufige) Weisung flr den 21.10.2009 I _Conso“dat_ed datat?ase |
Austiunseloiy Firdeung incorporating multiple message formats ~ p2uPem |
militarischer Fahigkeitan

M » Classification criteria in various dimensions |
v
v 1008 » Automatic production and updating |
v1l - . .

o EinahWBuw hier: 00_Inforaum — 10.12.2009 Of mUItIpIe operatlonal dlsplay |

Einsatz - Neusr Ordrer JMed | | et |

o EinghBuw hier 00_Inforaum — 10.12.2009 =
Einsatz - Neusr Ordner JMed = = =
* o EinshBuw hier 00_Inforaum — 10.12.2009 P h yS I C a.l DI m e n S I O n |

Einsatz- Neusr Ordner Jifed

‘Welche Truppenteile sind betraffen?

» Prototypic generic solution with

efficient replication mechanisms

s Modular, scalable structure ~ Fraunhofer
FKIE
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CGN Airport: Information Integration and Decision Support
Process analysis and communication design

P \\ @\\ N

| -- | gar nicht geeignet o S

V__I?Hcht gut geeignet N %’%\\ [7/

o Kein Einfluss -> geeignet d’;;?o

:‘gut geeignet Lse o

[++|sehr gut geeignet '),,?

Mensch

geringe Motivation

schlechte kommunikative Fahigkeiten

implizites Wissen

geringes Abs traktionsvermagen i - | -1 : |

divergierende Stakeholdermeinungen -+ - -l lo |+ |- -_|_+__‘_+_+ [

problematische Gruppendynamik —- -+ 0|~ o |+ |- 1++| -0 L+ + |

Organisatorische Rahmenbedingungen | | ; ; R |
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CGN Airport: Information Integration and Decision Support
Subprocess: De-icing of aircraft wings
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CGN Airport: Information Integration and Decision Support
HMI-Design: De-icing of aircraft wings
Map Apps for specific functions
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Project CGN Airport: Integration and Decision Support
HMI-Design: Situation display (Infrastructure)
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Project CGN Airport: Integration and Decision Support
HMI-Design: Situation display (Parking situation)
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Project CGN Airport: Integration and Decision Support
HMI-Design: Situation display (Alarms)
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Knowledge and Workflow Management
FKIE/ ITF: Information Technology for Command and Control

An optimal combination of
Knowledge + Workflow Management
is an essential success factor!

Main challenge : Coordination of aspects like

 Organisation culture

o Structural and functional organisation

« Human resources management

» I/nformation and Communication Technolog

“The adequate balancing of these factors is mission critical.”
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Braunschweig, 15-16 October 2013

Session 4 - Information and Communication

Dr. Kai NlGrnberger, Jirgen Kaster
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4th TAM Symposium , Science2Business*
Braunschweig, 15-16 October 2013

Session 4 - Information and Collaboration
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Dr. Kai NlGrnberger, Jirgen Kaster
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4th TAM Symposium , Science2Business*
Braunschweig, 15-16 October 2013

Session 4 - Information and Collaboration

¥ &

, Knowledge and Workflow Management*

Thank you for your attention !
Dr. Kai NlGrnberger, Jirgen Kaster
Fraunhofer Institute for Communication,

Information Processing and Ergonomics
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Knowledge and Workflow Management

Decision Support Systems for the German Armed Forces:

Mission Reporting System (at. BnsMWBw)

au,.;efwe,,, Mission Reporting System

Central instrument for harmonizing information streams
between contingents and command centers

Provides the Joint Operations Command with all necessary
information

Communicates and analyses messages, directives, and
requests from users throughout all command levels

Multi National Intelligence Cell (dt. DVU ZMiINW)

Enables an information assessment at J2 OpCenters »
Provides the Common Relevant Operational Picture (CROP)

Supports decision making on based of a Shared Mental
Model

The Military Intelligence Cell = i
Four steps from Data to Knowledge

Lessons learned from multinational

*) J2 : e n e m y S it u at io n ._ exercises and operations (e.g. ISAF)
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