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Research  a reas 

• Analysis o f sensor da ta  and  sensor modeling  
• Mult i-sensor da ta  fusion  
• Unmanned Systems (UGV, UAV) 
• Robust  he te rogeneous communica t ion  

ne tworks 
• Secure  communica t ion  and  IT security 

(Cyber Defense) 
• Dist ribu ted  informat ion  processing  in  

he te rogeneous systems 
• Informat ion  and  knowledge  management  
• Ergonomics and  human-machine  systems 

 Annual research  volume of more  
than  € 1.8 b illion  (mainly cont ract  
research) 

 18,000 employees (mainly educa ted  
in  na tura l sciences or engineering)  
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and socia l aspect s 

 Large  in te rna t iona l ne twork 
 
 

More than 80 research 
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Fraunhofer institutes 
 



FKIE is part of the Fraunhofer Group „Defense and Security“ 
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 INT Technologica l Trend  Ana lysis 

 FHR High  Frequency Physics and  Radar Techniques 
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Our research effect ive ly supports the  en t ire  Bundeswehr milita ry 
reconnaissance  and  command process  

Surve illance  
and  

Reconnaissance  

 Mult i-sensor da ta  and 
informat ion  collect ion   

 Fusion of he te rogeneous 
da ta  and informat ion  

 Informat ion  processing  in  
he te rogeneous systems 

 Informat ion  and 
knowledge  management  

Situa t ional 
Awareness and 

Assurance  

Common Relevant  
Opera t iona l Picture  

and Decision  
Support  

Impact  through ro le -
based, coordina ted  
act ion  and impact  

assessment  

 Informat ion  d ist ribut ion  
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There a re  clear st ructura l similarit ies be tween  in format ion  management  in  
milita ry and  a ir t ra ffic environments 
 

INFORM ATION AND 
KNOWLEDGE  

M ANAGEM ENT 

Key success factor 

HUM ANS 

Act ing in  specific ro les and 
h ie ra rchica l st ructures a long 

the  process cha in  

PROCESSES 

Fragile  process cha ins requiring  
orchest ra t ion , coordina t ion  

and act ive  management  

SYSTEM S 

Heterogeneous, in te roperable  
t echnica l infrast ructure   

(C4ISR* systems) 

*C4ISR – Command, control, communication, computers, information, surveillance, reconnaissance 
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Know ledge and Workf low  Management  

Decision  Support  Systems for the  German Armed Forces: 
 

M ission Repor t ing Syst em  (dt . EinsMWBw) 

 Central instrument for harmonizing information streams 
between contingents and command centers 

 Provides the Joint Operations Command with all necessary 
information 

 Communicates and analyses messages, directives, and 
requests from users throughout all command levels 
 

M ult i  Nat ional  In t el l igence Cel l  (dt . DVU ZMilNW) 

 Enables an information assessment  at J2 OpCenters *) 

 Provides the Common Relevant Operational Picture (CROP) 

 Supports decision making based on a Shared Mental Model 
*) J2: enemy situation  j 
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Transformat ion in the Armed Forces 

 Chal lenges  
 Amount  of da ta , observa t ions, documents, e tc.  

is rap id ly growing 

 Decisions a re  t ime-crit ica l 

 Increased  ne tworking  and  complexity of organiza t ions 

 Changes in  business processes (decisions a re  made  decent ra lized  ra ther than  
in  concre te  h ie ra rchica l ne twork st ructures) 

 Organiza t iona l changes a re  accompanied  by loss of informat ion  and  
knowledge  (e .g . during  cont ingent  ro ta t ion) 

 Improved informat ion and knowledge management  becomes the key 
capability to overcome current  def iciencies 

 

 Key Area: Net w ork Cent r ic Operat ions (NCO) 
 NCO is a  visionary concept  … 
 … for a  systemat ic combina t ion  of t echnical  and social  capabilit ies ! 
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Know ledge Management  Solut ions 

Level  o f  Problem  Ref erence (Gam es) Inst rum ent  
(1) Simple  Ludo     (Mensch-Ärgere-Dich-Nicht ) 

Simply ro lling  d ice : 
No benefit  th rough expert ise  and   
experience   

Knowledge  Database  

(2) Complica ted  Chinese  Checkers    (Halma) 
More  ru les, d iffe rent  st ra teg ies a re  
possib le : 
Experienced  p layers have  advantages. 

Tu toria l 

(3) Complex Chess                       (Schach) 
Act ion  and  react ion  or of grea te r 
importance  than  the  ru les: 
Experience  and  knowledge  is essent ie ll. 

Work Shadowing , 
Learner-Master-

Princip le , Story Telling  
(4) Chaot ic Teamsports         (z.B. Fußball) 

More  or less chaot ic through mult ip le  
st ra teg ies of d iffe rent  p layers and  
cont rahents. Predict ions a re  d ifficu lt . 

Co llabora t ion  
Pla t t fo rm 

Different  inst ruments in dif ferent  applicat ions 
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Titelfolie 
Mission Reporting System 

•  Decision support  
through assessment  and visualizat ion 
of  a complex and dynamic situat ion 
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O p e r a t i v e   I n f o r m a t i o n   
Applicat ion domain: 

“ Mission Report ing System”  
using the JCCIS 

Mission report ing system  
Aggregat ion and disseminat ion of  informat ion 

Messages, 
Assessments 

Orders, 
Directives 

Requests (RFI …) 

(DJTF) 

(BOC) 
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Mission report ing system 
Concept  of  Operat ion (e.g. messaging) 

  

  

Situat ion Display 

Situation display 

Input processing 
registration 

consolidation 

analysis 

visualisation 

Doc... Doc... Doc... Data... 

 

 

 

 

Informationsmanagement Informationsmanagement Informationsmanagement 

Collection   Content Management  
Consolidation  Knowledge Management 
Analysis   Mil. Situational Display 

Information management 

Meldungsauswertung Meldungsauswertung Meldungsauswertung Information assessment 

 
 

M IDB 

   
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Mission report ing system  
Mssgs (rout ine + f lash), RFIMS, Commands 

RFI 

ORDERs 

M SSGs 

ASSs 

FLASH 
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Mission report ing system 
  Enable the “ shared mental model”  (  CROP) 

Examples: Hotspots KABUL 
 
+ evaluated information 
+ multi dimensional meta data 
+ analysis capability 
+ visualisation 
+ data access via: 

• datenbase or map 



15 

Research Institute for Communication, Informations Processing and Ergonomics 
Department Command and Control Information Systems 

The Military Intelligence Cell –  
Four steps from Data to Knowledge 

Lessons learned from multinational 
exercises and operations (e.g. ISAF) 

Multi National Intelligence Cell 
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Ext ernal  Sources HQ ISAF 
BGs 
FHT 
OSINT 

IntSum 
J2X Report 
HUMINT 
Other Reports 

           Registration 
 Original Reports  ordered by date 
or:  Index Cards ordered by topic with link to Original Reports  

         M ETA-DATA 
 

PersDB 
M i lUni t s 

Em bassies 
.... 

 
 

AP: M i l i t ary  
 

M i l i t ary  Book  

AP: Pol i t i cal  
 

Pol i t i cs,  
Ref ugees 

AP: Pol ice 
 

Pol ice,  
NDS 

... 
AP: HUM INT 
AP: ELOKA 

AP: Int Sum  
 

KM NB Int Sum  

          Leader  
 

Assessm ent s 

 
 
 

M i lGeo 
(M aps) 

REG 
 

DB1: OrgREP 
DB2: Exerpt  

 

SW GE AU DK NL 

GE 

TU 

In t ernat . Cooperat ion (e.g.): 
AU, DK, GE, NL, SW, TU 

Da ta  

Informat ion  

Knowledge  

Three-level  aggregat ion concept : 
" Know ledge Product ion"  

 

 

  

Mult i Nat ional Intelligence Cell  
Concept  of  Operat ion 
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LCC (DN,UK) 

MCC (DN,UK) 

ACC (DN,UK) 

Tact ical Situat ion 

Tracks 
Link16 

SAP 
DEU DIG /  SIENNA 

DEU 

PROSAS 
USA 

Bat t lespace Aw areness, 
Missile Warning, 
Track Data CAP 

USA 

SHIFT 
FIN 1 CIMIC BN 

Sensor Daten 
(Video, Images...) 

AGeoBw  
DEU 

Tact . Situat ion 
(ENSITREP) 

Linse (Navy,IBM) 
DEU IIES 

CIMIC 

Weather Reports,  
Maps 

GE Army CCIS 

SIGEMOFAS 
ESP 

Images, 
Tracks 

Tracks 
xml 

Others (e.g. IT-MCCIS) 

INTEL 
DB 

CSD 
DB 

Equipment   
Status 

Mult i Nat ional Intelligence Cell  
Context  sensit ive display: „ Evacuat ion Operat ion“  (Neo) 
 



FGAN 

FGAN GERMANY 

VALDOSTA INTL AIRPORT 

XRADAR SITE 1A 

SA-3 SITE 10 

Mult i Nat ional Intelligence Cell  
Example:  “ Air Coordinat ion Order”  f rom ACC 
 



FKIE GERMANY 

Mult i Nat ional Intelligence Cell  
Scenario: “ Hijacking“    
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Data 

Information 

Knowledge 

Criteria for effective approaches: 
- Gathering  and  conso lida t ion  of raw da ta  
- Methods fo r Search ing , Sort ing , Filte ring , Analysis 
- Aggregation and Display according to dimensions: 

 Subject, Space and Time 
- Optimized User Access and Human Machine Interface! 

 
Products and Technologies: 
- Groupware Systems 
- Content Management Systems 
- Document Management Systems 

Starting point !? 

Know ledge and Know ledge Management  
Conclusion 
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Know ledge and Know ledge Management  
Conclusion 
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• Role-oriented processes and  
access cont rol features 

• Support  of  rout ine w ork   
by semi-automated processes 

• Control mechanisms to supervise  
the t imely processing of  messages 

• Mult iple search and fusion funct ions 
• Eff icient  aggregat ion methods and  

mult iple evaluat ion funct ions 
• Immediate ut ilizat ion of   

user experience and intelligence 
• Product ion of  f inished intelligence 

• Consolidated database 
incorporat ing mult iple message formats 

• Classif icat ion criteria in various dimensions 

• Automat ic product ion and updat ing  
of  mult iple operat ional display 

• Prototypic generic solut ion w ith  
ef f icient  replicat ion mechanisms 

• Modular, scalable st ructure 

Social Dimension Cognitive Dimension 

Information Dimension 

Physical Dimension 

From data to decision support  –  
through combinat ion of  Know ledge Management  + Collaborat ion Tools 
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CGN Airport : Informat ion Integrat ion and Decision Support  
Process analysis and communicat ion design 
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Role specific  
situation 

 

CGN Airport : Informat ion Integrat ion and Decision Support  
Subprocess: De-icing of  aircraf t  w ings 

Sensors (smoothness) 

Sensors (weather) 

Clearing orders 

Flight data 

De-icer 

Information 
Integration 

Rules / Thresholds 

Processes / Trades 

Decision 
Support 

Information Context 

If 
• Fligh activity   =   high 
• Weather   =   bad 
• De-Icing capacity   <   20.000l 
Then ... 
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Status Map Apps for specific functions 

Events, messages, 
object data, process data 

CGN Airport : Informat ion Integrat ion and Decision Support   
HMI-Design: De-icing of  aircraf t  w ings 
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Project  CGN Airport : Integrat ion and Decision Support  
HMI-Design: Situat ion display (Inf rast ructure) 
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Project  CGN Airport : Integrat ion and Decision Support  
HMI-Design: Situat ion display (Parking situat ion) 
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Project  CGN Airport : Integrat ion and Decision Support  
HMI-Design: Situat ion display (Alarms) 
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An opt im al  com binat ion of   
Know ledge + Workf low  M anagem ent   
is an essent ial  success f act or !   

 
Main  cha llenge  : Coordina t ion  of aspect s like  

• Organisa t ion  culture   
• St ructura l and  funct iona l organisa t ion  
• Human resources management  
• Informat ion and Communicat ion Technology 

 
 

“The  adequa te  ba lancing  of these  factors is mission  crit ica l.“  

I need this information 
NOW 

Know ledge and Workf low  Management  
 FKIE / ITF: In f orm at ion Technology f or  Com m and and Cont ro l   
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Session 4 - In f orm at ion and Col laborat ion  

Thank you f or  your  at t ent ion !  
Dr. Kai Nürnberger, Jürgen  Kaste r 

Fraunhofer Inst itu te  for Communica t ion , 
Informat ion  Processing  and Ergonomics 

„ Know ledge and Workf low  M anagem ent “  
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Know ledge and Workf low  Management  

Decision  Support  Systems for the  German Armed Forces: 
 

M ission Repor t ing Syst em  (dt . EinsMWBw) 

 Central instrument for harmonizing information streams 
between contingents and command centers 

 Provides the Joint Operations Command with all necessary 
information 

 Communicates and analyses messages, directives, and 
requests from users throughout all command levels 
 

M ult i  Nat ional  In t el l igence Cel l  (dt . DVU ZMilNW) 

 Enables an information assessment  at J2 OpCenters *) 

 Provides the Common Relevant Operational Picture (CROP) 
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